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INTRODUCTION

During the last quarter of 2021 and the first quarter of 2022 the Atlantic Club of Bulgaria
together with a team led by Dr. Preslav Nakov, Principal Scientist at the Qatar Computing
Research Institute (QCRI), HBKU, including faculty and students from the Sofia University “St.
Kliment Ohridski”, Faculty of Mathematics and Informatics, conducted research on internet
memes in the social platform Facebook.

The team collected a total of 1,500 memes in the period September 2021 – April 2022, 695 of
them were considered topic appropriate and were manually annotated with propagandistic
techniques by 3 annotators.

“3 Types of Information Disorder” graphic by Claire Wardle & Hossein Derakshan is licensed under CC BY-NC-ND 3.0

https://medium.com/1st-draft/information-disorder-part-3-useful-graphics-2446c7dbb485
https://firstdraftnews.org/latest/author/cwardle
https://hoder.com/
https://creativecommons.org/licenses/by-nc-nd/3.0
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ANNOTATION PROCESS

The team led by Dr. Preslav Nakov developed a 3-phase process which annotators followed to
determine what propagandistic techniques are contained within a meme. The process is the
following:

● Phase 1: Meme Filtering and Text Editing

● Phase 2: consists of two sub-phases (steps)

o Annotation of propagandistic techniques in the text and their spans

o Annotation of propagandistic techniques in the image

● Phase 3: consists of two sub-phases (steps)

o Consolidation of propagandistic techniques in the text and their spans

o Consolidation of propagandistic techniques in the image

The 1500 memes collected were put through the process. During Phase 1 annotators had to
decide if an image is a valid meme: an image with text on top of it. Any images that contained
only text or had no text at all were not included in the research. As part of this phase, annotators
also edited the text of the meme.

Memes that were accepted went through to Phase 2. Annotators first looked at only the text of
the meme, without access to the image, to determine what propagandistic techniques are
present and mark the exact text spans corresponding to each technique. Only then they would
move on to annotating the whole meme, text and image.

Finally, in the consolidation Phase 3, the annotators and a consolidator discussed the manual
annotations on each of the memes and decided on the gold labels for the corpus of
propagandistic techniques in memes. Both Bulgarian and North Macedonian memes went
through this process.

695 collected and labeled memes

● 436 Bulgarian memes
● 259 Macedonian memes
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LIST OF PROPAGANDISTIC TECHNIQUES
During this research the team considered 22 propagandistic techniques identified within memes:

1. Appeal to Authority

2. Appeal to fear/prejudice

3. Presenting Irrelevant Data (Red Herring)

4. Black-and-white fallacy/Dictatorship

5. Causal Oversimplification

6. Doubt

7. Exaggeration/Minimization

8. Flag-waving

9. Loaded Language

10.Name Calling/Labeling

11.Confusion, Obfuscation, Intentional Vagueness

12.Отвличане на вниманието

13.Reductio ad hitlerum

14.Repetition

15.Slogan

16.Misrepresentation of someone’s opinion (Straw man)

17.Thought-terminating cliché

18.Whataboutism

19.Smears

20.Glittering generalities (Virtue)

21.Transfer

22.Appeal to (Strong) Emotions

The last two techniques: Transfer and Appeal to (Strong) Emotions were annotated only when the
whole meme was present.

Refer to the Appendix for full definitions of propagandistic techniques and some examples
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PROPAGANDISTIC TECHNIQUES IN BULGARIAN MEMES
These propagandistic techniques are applied to Facebook memes in Bulgarian. 

We observe that with Bulgarian memes most prominent techniques are Smears, Loaded Language
and Name Calling/Labeling. Smears is largely contained in the image, while Exaggeration is mostly
found in text. Also, most of the techniques are expressed in the text.

25.7%
Smears

13.0%
Loaded Language

11.9%
Name call./Lab.
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PROPAGANDISTIC TECHNIQUES IN NORTH MACEDONIAN MEMES
These propagandistic techniques are applied to Facebook memes in North Macedonian.

We observe that with North Macedonian memes most prominent techniques are Smears, Transfer,
and Loaded Language. Transfer is used a lot more compared to Bulgarian memes. We also see a
tendency that most techniques are mainly identified in the whole meme.

28.4%
Smears

14.6%
Transfer

14.3%
Loaded Language
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FACEBOOK GROUP ANALYSIS
Facebook public group analysis was instrumental to collect appropriate data. Members of the Atlantic
club searched for public groups that contained a large amount of memes on the topics of interest:
Pro/Anti West, Pro/Anti NATO, Pro/Anti EU, Pro/Anti Vax, Pro/Anti MK. The final dataset was collected
from a total of 50 public Facebook groups.

Groups based on language and topics were not intentionally balanced in order to keep data closer to
real life distributions.

Based on language, 30 of the groups were Bulgarian and 20 were North Macedonian. Many of the
groups also contained English memes but we classified them based on the language that is more
represented in a given group.



9

FACEBOOK GROUP DISTRIBUTION
In previous research on propaganda in English memes Facebook public groups posted on specific
topics and if those topics were irrelevant most of those groups became inactive. In this research we
observe the opposite. Majority of Facebook groups in Bulgarian and North Macedonian contain more
than one topic. They generally post content on relevant events happening in the country or world-wide.

23.1%
BG Anti MK

Biggest Anti-MK groups:

● Исторически Мемета
● Моджо
● Мишел от

Съпротивата
● Хранителна добавка

"Мемета"
● История, хумор и

мемета
● Националистически

мемета за будната
младеж

● СВОБОДА ЗА
МАКЕДОНИЯ

23.1%
MK Anti BG

Biggest Anti-BG groups:
● Политички Циркус
● Јован Кукузел
● ЛеЛе
● Кратко и Јасно
● Налет да се сторите
● Sekula Vojvoda Fan

Club
Biggest Anti-EU groups:

● Моджо
● Спиндермаан
● Мишел от

Съпротивата
● История, хумор и

мемета

19.2%
BG Anti West

Biggest Anti-West groups:

● Спиндермаан
● Моджо
● Четвърто Българско

Царство
● България и Русия -

партньори в
Евразийския съюз

● Либерала от
квартала

Biggest Anti-Vax groups:
● Борса за крадени

Мемета
● МАЈ ТАП
● Seir
● Луда Комуњара

https://www.facebook.com/Istoricheskimemeta/?__tn__=-UC*F
https://www.facebook.com/mojojojev/?__tn__=-UC*F
https://www.facebook.com/MichelleoftheResistance/?__tn__=-UC*F
https://www.facebook.com/MichelleoftheResistance/?__tn__=-UC*F
https://www.facebook.com/supplememes/?__tn__=-UC*F
https://www.facebook.com/supplememes/?__tn__=-UC*F
https://www.facebook.com/istoriqtaezabavna/?__cft__[0]=AZU-QhfXnaiX0MvxMqFgkyiDPivsXt-yDED8qW2wMvn_tx4xO1StR7axc0dd5d9te3YyFISsI0pe3j9kVHb31wUplz10tGVqFJtKZvjHyvklR5T2hG23spmI0F8L5sCV2swN0gsSvLyZ3nQpYu6l2uoC&__tn__=-UC%2CP-R
https://www.facebook.com/istoriqtaezabavna/?__cft__[0]=AZU-QhfXnaiX0MvxMqFgkyiDPivsXt-yDED8qW2wMvn_tx4xO1StR7axc0dd5d9te3YyFISsI0pe3j9kVHb31wUplz10tGVqFJtKZvjHyvklR5T2hG23spmI0F8L5sCV2swN0gsSvLyZ3nQpYu6l2uoC&__tn__=-UC%2CP-R
https://www.facebook.com/natsionalisticheskimemeta/?__tn__=-UC*F
https://www.facebook.com/natsionalisticheskimemeta/?__tn__=-UC*F
https://www.facebook.com/natsionalisticheskimemeta/?__tn__=-UC*F
https://www.facebook.com/%D0%A1%D0%92%D0%9E%D0%91%D0%9E%D0%94%D0%90-%D0%97%D0%90-%D0%9C%D0%90%D0%9A%D0%95%D0%94%D0%9E%D0%9D%D0%98%D0%AF-186115894755539/?__tn__=-UC*F
https://www.facebook.com/%D0%A1%D0%92%D0%9E%D0%91%D0%9E%D0%94%D0%90-%D0%97%D0%90-%D0%9C%D0%90%D0%9A%D0%95%D0%94%D0%9E%D0%9D%D0%98%D0%AF-186115894755539/?__tn__=-UC*F
https://www.facebook.com/politickicirkusMK/?__tn__=-UC*F
https://www.facebook.com/JovanKukuzel/?__tn__=-UC*F
https://www.facebook.com/%D0%9B%D0%B5%D0%9B%D0%B5-110994477425636/?__tn__=-UC*F
https://www.facebook.com/%D0%9A%D1%80%D0%B0%D1%82%D0%BA%D0%BE-%D0%B8-%D0%88%D0%B0%D1%81%D0%BD%D0%BE-103233795093990/?__tn__=-UC*F
https://www.facebook.com/naletdasestorite/?__tn__=-UC*F
https://www.facebook.com/SekulaVojvodaFanClub/?__tn__=-UC*F
https://www.facebook.com/SekulaVojvodaFanClub/?__tn__=-UC*F
https://www.facebook.com/mojojojev/?__tn__=-UC*F
https://www.facebook.com/spinderbok?__tn__=-UC*F
https://www.facebook.com/MichelleoftheResistance/?__tn__=-UC*F
https://www.facebook.com/MichelleoftheResistance/?__tn__=-UC*F
https://www.facebook.com/istoriqtaezabavna/?__cft__[0]=AZU-QhfXnaiX0MvxMqFgkyiDPivsXt-yDED8qW2wMvn_tx4xO1StR7axc0dd5d9te3YyFISsI0pe3j9kVHb31wUplz10tGVqFJtKZvjHyvklR5T2hG23spmI0F8L5sCV2swN0gsSvLyZ3nQpYu6l2uoC&__tn__=-UC%2CP-R
https://www.facebook.com/istoriqtaezabavna/?__cft__[0]=AZU-QhfXnaiX0MvxMqFgkyiDPivsXt-yDED8qW2wMvn_tx4xO1StR7axc0dd5d9te3YyFISsI0pe3j9kVHb31wUplz10tGVqFJtKZvjHyvklR5T2hG23spmI0F8L5sCV2swN0gsSvLyZ3nQpYu6l2uoC&__tn__=-UC%2CP-R
https://www.facebook.com/spinderbok?__tn__=-UC*F
https://www.facebook.com/mojojojev/?__tn__=-UC*F
https://www.facebook.com/chetvurtocarstvo/?__tn__=-UC*F
https://www.facebook.com/chetvurtocarstvo/?__tn__=-UC*F
https://www.facebook.com/EurasianUnionEAU/?__tn__=-UC*F
https://www.facebook.com/EurasianUnionEAU/?__tn__=-UC*F
https://www.facebook.com/EurasianUnionEAU/?__tn__=-UC*F
https://www.facebook.com/%D0%9B%D0%B8%D0%B1%D0%B5%D1%80%D0%B0%D0%BB%D0%B0-%D0%BE%D1%82-%D0%BA%D0%B2%D0%B0%D1%80%D1%82%D0%B0%D0%BB%D0%B0-107497148083392/?__tn__=-UC*F
https://www.facebook.com/%D0%9B%D0%B8%D0%B1%D0%B5%D1%80%D0%B0%D0%BB%D0%B0-%D0%BE%D1%82-%D0%BA%D0%B2%D0%B0%D1%80%D1%82%D0%B0%D0%BB%D0%B0-107497148083392/?__tn__=-UC*F
https://www.facebook.com/borsi4kata/?__tn__=-UC*F
https://www.facebook.com/borsi4kata/?__tn__=-UC*F
https://www.facebook.com/MajTap1/?__tn__=-UC*F
https://www.facebook.com/seir2017/?__tn__=-UC*F
https://www.facebook.com/LudaKomunjara/?__tn__=-UC*F
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CONCLUSION
As a conclusion of this research, we introduce a fine-grained process for annotation of memes with
and without the full context of the image, and as a result we present a multilingual memes dataset
consisting of 695 memes, 436 of which in Bulgarian and 259 in North Macedonian.

Furthermore, for the period from September 2021 - April 2022 we observe how Facebook public
groups start shifting their main focus from COVID-19 and Anti-Vax topics to memes about NATO, EU,
Ukraine and Russia. Our analysis shows that the bigger majority of Facebook groups historically
contain more than one specific topic, i.e., the groups change their interests based on important
events, e.g., COVID-19, Conflict between Russia and Ukraine. Another interesting observation is that a
larger portion of Anti-BG and Anti-MK memes are of historical nature.

As a result of the analysis of propagandistic techniques, we conclude that Bulgarian and North
Macedonian memes mainly contain techniques that try to represent a given person/group/idea in a
negative way, e.g., Smears, Name Calling, Loaded Language, Transfer.

We analyzed how the text and image interact to further improve the influence of propagandistic
techniques in social media, and understanding that interaction is key to identifying propagandistic
memes. Important thing to note is that techniques are used differently in different cultures: Bulgarian
memes contained more techniques in the text, while North Macedonian had more techniques
identified in the image
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DISINFORMATION ARTICLES

Article by Yoan Zapryanov

Disinformation is a technological problem, and this is bad news

Mass-scale social media is too big for a civil debate to prosper

Disinformation is not a political problem. It is a technological problem and it should be treated like
one. In a world where billions of people post everything they think or read in a second, and everyone
else is part of the conversation, the spread of any kind of information, true or not, is inevitable. The
real problems are not bad actors or radical political players, which have existed for thousands of
years. It is social media itself. Its algorithms, its business model, and – most of all – its sheer scale,
cannot be compared to anything in human history.

Before getting into these aspects of the question, there is a more fundamental question: whether or
not mass social media platforms, like Facebook, Instagram and Twitter, are even compatible with
Western political life.

In his book “The People vs. Tech” British author Jamie Bartlett argues that the nature of social media
is entirely contradictory to the nature of Western politics. Facebook churns millions of posts every
minute. It rewards fast information, non-stop sharing and popular content. Posting anything is better
than posting nothing. A civil order however needs exactly the opposite: slow information, well-thought
responses and sometimes unpopular decisions.

It is easy to see who is winning this battle. Modern politicians live through social media and dream
about going viral, while social media, even though it has changed in some ways, continues to be a
content machine that rewards sharing your consciousness at all times.

This is the same reason why fact checkers do not stand a chance against disinformation. People
spread disinformation and fake news (or, as I like to call them – simply “lies”) because they are fast. If
you have to read a whole ten-pager on why a specific news item is wrong, then it defeats its own
purpose. Fact checkers are mainly used by people who already check their news. And fact checking
platforms have the same problem as social media moderation: at some point you have to define what
is the truth, which leads to a whole other spectrum of political and philosophical questions.

But if we go back to the anatomy of social media, then we can turn our attention to how its run:
through algorithms. In very broad terms, algorithms decide what users see and what they don’t, and
also in what order. It is easy to say that algorithms reward specific kinds of activity. One of the
reasons why politicians like Alexandria Ocasio-Cortez in the US or Kostadin Kostadinov in Bulgaria are
so popular in social media is that they know exactly what the algorithm wants and they behave not
only as politicians, but also as full-on influencers.

That is, however, oversimplification. Stephen Levy, in his book “Facebook: The Inside Story”, says that
as of 2020 the Facebook algorithm takes into account over 1 million signals from every single user.
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Not only what he likes, shares or comments, but for how long someone pauses the scrolling on a
particular story.

All of this is done to feed the second part of the machine – the business model. A lot of people are
aware that social media companies are essentially advertisement companies – they sell
advertisement space. But that is not really true. Facebook or Instagram’s business models are not
built for selling ads, but for selling users’ attention. As Sarah Frier writes in her book about Instagram,
called “No Filter”, what really matters is how long do you stay on your phone with the app open. If it is
open and you are scrolling, then ads are inevitable. The same applies to misinformation campaigns –
if people are hooked enough on a social media app, then there is a very high chance they will stumble
to a viral, emotionally-charged story.

These two components can be countered, at least partially. The algorithm can be opened up for
citizens to see what it prioritizes. This change has already been proposed in the EU’s Digital Services
Act. The default settings for data sharing, ads and news feed ranking can also be changed through
regulation.

What is more troublesome is the third component. Twitter has about 300 million monthly active users.
Most of them in the US, where it dominates the political debate. Facebook on the other hand has close
to 3 billion monthly active users, and it dominates almost the entire globe. This is a problem that is in
plain sight, but it is hard for people to acknowledge. Humankind is just not built for having a 24/7
conversation on all kinds of hot-button issues with billions of participants, all of them fighting for likes,
and all of them being in the same place.

This is the tough part that has no real solution, other than breaking up big tech – but even if this
happens, other platforms will inevitably reach the same scale, because of the networking effects of
the internet. All of this spells bad news – and fake news – for civil political debate. Disinformation is
not a political problem. It is a technological problem. And technology rarely takes a step back.
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Article by Delyan Todorov

Disinformation in Bulgaria – a media epidemic yet to overcome

For years, the slowly growing challenge of disinformation has been a joking matter among educated
middle-aged Bulgarians. This negative phenomenon has been developing freely, successfully
convincing the public that it was an element of online satire rather than a significant social problem
that could lead to serious consequences. Gradually, more and more researchers and journalists began
to pay attention to the growing threat posed by fake news and disinformation. It was too late though.
Disinformation had already started to take over vast areas of the Internet and social networks, and
was becoming the dominant player outside the biggest media outlets. Hundreds of anonymous
websites have been popping around for years branding themselves as an alternative to the “status
quo government-orientated” major media outlets. These websites have been operating under the
traditional media surface for years. Publishing hoaxes, fake news and disinformation has developed
as a business strategy for the owners and a useful tool for local politicians who would like to improve
their rating or to run a negative campaign against an opponent. It has been a win-win situation for
some and a lose-lose for everyone else.

Disinformation had been a rapidly growing danger that needed only one element to demonstrate its
full potential – a crisis. A dramatic event that combines social tension, fear, and insecurity. COVID-19
became the long awaited golden ticket that could provide the perfect conditions to transform fake
news and disinformation from a relatively limited aspect of the media environment to main force
which influences the public opinion on various issues as strong as the biggest media outlets.

The COVID-19 pandemic was a historic opportunity for the concept of disinformation to integrate
itself into everyday life. Unfortunately, the Bulgarian society paid a tragic cost for underestimating the
power of disinformation. More than 37 000 Bulgarians lost the battle against COVID-19. The country
ranks second in the world in COVID-19 deaths per million population. Bulgaria continues to have the
lowest rate of vaccinations against COVID-19 in the 27-nation European Union with just 30% of its
eligible population fully vaccinated by May 2022, amid an abundant supply of vaccines throughout the
whole vaccination campaign. Official Eurostat statistics from May 2022 revealed that in the last two
years life expectancy decreased in all European Union states except Luxembourg, Malta and Sweden
but the largest decrease was registered in Bulgaria with an estimated overall loss of more than 3
years. If all COVID-19 victims lived in a single city, Bulgaria would have lost entirely its 25th largest
city. Undoubtedly, one of the main reasons for these dramatic numbers is the widespread vaccine
hesitancy mainly fueled by fake news and disinformation.

Over the last 2 years, fake news and disinformation created many ecosystems on the Internet and
social media platforms tempting audiences with sensational information that provides easy answers
to complex questions. Today, the majority of the biggest proponents of COVID-19 related conspiracy
theories are no longer interested in the subject. The reason is not that they have forgotten about the
pandemic. The reason is that the creators of disinformation campaigns would like to shift their
attention to other content. COVID-19 oriented Facebook groups, websites and platforms transformed
themselves overnight into a Russian propaganda tool that transmits the pro-Kremlin narrative about
the invasion of Ukraine. Most of these disinformation channels needed no more than a few days to
adapt to the new reality.

The fast-news trap that GEN Z risks to fall in

Various studies conducted in different countries conclude that social media is the main news source
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for people under 30. Globally, Tik Tok is the fastest growing platform among generation Z, and Russia
has a special focus on it, especially after the invasion of Ukraine and the withdrawal of all other major
international social media platforms from the country.

Having in mind its extremely short videos, which are usually under 30 seconds, and poor fact-checking
policy, Tik Tok is the perfect trap for disinformation among young people. The lack of interest in
developing such content among editors-in-chief and influential journalists results in an
influencer-dominated news environment in which Russian propaganda, hiding under the sensational
and entertainment content, is widely spreading.

For years, numerous Bulgarian non-governmental organizations, academics, journalists and media
experts have been raising awareness about the burning need to incorporate courses for media literacy
in the Bulgarian educational system. Unfortunately, these initiatives are sporadic and rely on the
enthusiasm of different organizations and individuals. A positive example is the project “Generation Z:
Building up disinformation resilience in the leaders of tomorrow”. Being focused on increasing media
literacy and countering disinformation, this project has provided an opportunity for many young
professionals from Bulgaria and North Macedonia to dive deep into the disinformation strategies and
techniques, and to research the methods which the websites and trolls that produce fake news use.

The last several years taught us many things. It’s easy to be a Monday morning quarterback but if
there’s one crucial lesson that we need to learn as a society is that disinformation kills people. It kills
people in their beds unable to overcome a deadly disease, it kills people on the battlefields in Eastern
Ukraine and in residential buildings in Kyiv, it kills people by manipulating the public opinion in a way
that suits corrupted political parties, individuals and initiatives. Similarly, to many other issues, it’s
impossible to stop disinformation by sanctions, law initiatives and control but it’s also possible to do it
by improving people’s media literacy. A slow and complicated process but also an inspiring one.
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Article by Aleksandar Srbinovski

Generation Z digitally native, but digitally naive to  fake news

The problem of disinformation is globally recognized as disruptive to the normal functioning of
democratic societies, economies and political systems. In recent years, ‘fake news’ and coordinated
disinformation campaigns have become an instrument of geopolitical influence. They have afflicted
elections in both established and new democracies, and undermined social and political solidarity in
response to global challenges, such as the recent COVID-19 pandemic, the development of the war in
Ukraine, and in regional terms for the Balkans the ongoing dispute between North Macedonia and
Bulgaria for the membership of the country in the European Union.
Disinformation is an endemic and ubiquitous part of social life and politics throughout the Balkans,
without exception. Popularly called fake news is-frequently discussed in the context of external
threats to the functioning of governance and democracy in North Macedonia but also as a case where
the basics of the problem is supported by domestic prominent culprits that are constantly producing
disseminating disinformation.
While foreign actors feature prominently – chiefly Russia, but also China, Turkey, and other countries
in and near the region – the bulk of disinformation in North Macedonia is produced and disseminated
by domestic actors for domestic purposes. After the change of government led by the now ex-prime
minister in exile, Nikola Gruevski has pushed disinformation largely out of the state and mainstream
media and more into the margins, where it nevertheless remains a powerful force distorting internal
politics.
However, a number of articles and studies have shown that disinformation North Macedonia is most
commonly a symptom – rather than the cause – of a deeper breakdown of social cohesion and
democratic governance. Further, disinformation (and information disorder more broadly) is a
symptom of Macedonian social and political disorder, rather than the cause of the problem.
As a theatre of geopolitical dispute and sharply polarized politics, characterized by weak governance
and fragile civil society, the key actors in North Macedonia are a uniquely attractive target for both
foreign and domestic actors seeking to alter, undermine or delegitimize the outcomes of democratic
processes.

Gen Z has a misinformation problem

Those born from 1997 to 2012 popularly called zoomers or Gen Z are the driving force in the
Macedonian society that consumes news online and on social media. Platforms like TikTok, where
users create and consume 15- to 60-second videos, was the first most downloaded app of 2022. It is
especially popular with Gen Z, along with YouTube, Instagram, and Snapchat, members post dance
challenges, lip syncing, comedy sketches, slang-filled history lessons, and political punditry.
However, social media platforms are also where most members of Generation Z get their news. A
2019 report from the Reuters Institute at Oxford University found that young people largely consume
news passively or as a time filler as they scroll through social media. People under 35 also tend to
think of the news as a source of entertainment, the research showed. Unfortunately, though,
misinformation is rampant on these platforms.
They disseminate political conspiracies and false information on topics that range from climate
change, flat earth beliefs, anti-vaccination propaganda and unsurprisingly about the country's efforts
to progress in its path to the European Union.
The problem is not just the misinformation itself, because Gen Z also has trouble distinguishing fact
from fiction. Despite their familiarity with online media, 82% of middle schoolers who responded to a
Stanford University survey from 2020 could not tell the difference between an advertisement and a
news story.
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Perhaps what is surprising is the fact that Gen Z-ers that are considered as tech educated people or
digitally native have a difficult time sniffing out false or out-of-context statements as their elders.
News organizations may need to rethink their strategies when it comes to tackling misinformation
directed at Gen Z. It is critical to support this generation’s media literacy skills and help them learn to
identify quality information from trustworthy sources.

Is there hope for the future?

Given their ease with social media, the internet, and digital devices, it’s a conundrum. Why do zoomers
struggle to identify misinformation online just as much as older adults who remember floppy disks
and prefer Facebook to TikTok? Media experts combating this topic believe that the ability to operate
a device fluently and fluidly does not mean that you understand the information that that device
produces.
Believing that young people are somehow imbued with greater awareness of how the digital world
works will only perpetuate the problem, because it implies there’s no need to teach them how to make
the most of the internet. The simple truth is that no generation is more or less prepared than the
previous one for anything: there are no genetic differences between one generation and another,
evolution moves slowly, and changes to the species come through mutations that occur by chance
and somehow condition the reproductive success of some individuals with respect to others. In other
words, it is just flat wrong to think that Generation Z’s genetics are different to those of its parents or
grandparents. That’s not how genetics work. Now more than ever in North Macedonia it is crucial to
enhance media literacy learning how to verify, fact-check and use critical judgment. Therefore if this
process does not become a central part of the educational system, then a great many members of
this and every generation will, in all likelihood grow up believing a lot of the fake news and garbage
circulating online. The best example how this can be put in to practice perhaps is set in
Finland, where in power is a decision to formalize the teaching of these skills, instead of assuming
that children are somehow “born ready” seems to be working well, and should serve as a model for
other countries. Vulnerability to fake news depends not only on age, but to a large extent on our online
experience, willingness to invest effort in fact-checking, and other factors, such as hearing the same
lies repeated over and over again.
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Article by Bojan Stojkovski

How to stop the dissemination of fake news and disinformation in Balkan
societies

A research published at the end of last year by the Societas Civilis Institute for Democracy (IDSCS) in
North Macedonia showed that about two-thirds of the citizens in the country were prone to COVID-19
related disinformation and conspiracy theories – a staggering example of the power that such fake
news and disinformation campaigns can have in society.

The interests behind fake news and disinformation campaigns are always different. For their
dissemination, their creators rely on the habits of the people, different degrees of trust or mistrust in
the institutions, public services, and level of awareness, education, information sensationalism, etc.
However, in the long run, no one benefits from creating and spreading fake news and disinformation.

Nowadays, there is a spectacular increase in the incidence of disinformation on many topics, whether
this is the COVID19 pandemic, the war in Ukraine, or political developments in the Balkans, especially
involving current or potential issues between countries such as Bulgaria and North Macedonia.

The rise of an unscrutinized number of online portals as well as unverified social media channels
doesn’t help the case when it comes to countering the dissemination of such content.

Unfortunately, most of these fake news campaigns can prove to be highly effective and manage to
intimately convince large parts of the population of the existence of this fictional world and spread the
point of view and narratives coming from their creators.

To achieve their goals, the people behind these campaigns employ diverse tactics, as they look to
generate false information and plant confusion for many important societal topics. Ultimately, the
main goal of such campaigns is also to undermine the trust that citizens have in a country’s
institution, leadership and its overall system.

While all this is nothing new, with the help of social media channels everything is becoming amplified
and happens much faster, which is inadvertently pulling the audience in such campaigns and
manages to sell them different propaganda.

Moreover, large-scale influence networks regarding such campaigns were also built and matured
during the pandemic, exploiting the uncertainty around the virus and the government's measures.

At an individual level, people should accept that one of them is or can become a target of such
campaigns which threaten to control and influence their online behavior accordingly. This occurs due
to two reasons - first, to make people believe in a given narrative, and second, to make them amplify
someone's message.

When communicating at an interpersonal level, people also need to be much more demanding with
facts and quality data. Therefore, it is extremely important to see which informational outlets people
consume, since this provides an insight and assesses the overall quality of the info they receive, and it
could explain the reasons behind how disinformation campaigns can be successful or have a wider
outreach.

It is essential to also have in mind that the more a given narrative is close to the actual objective truth,
it also becomes a lot easier to construct it and promote it to the wider audience – serving as a
warning to all of those that are looking to stop the spreading of such campaigns.

https://www.euronews.com/my-europe/2021/12/01/two-thirds-in-north-macedonia-believe-covid-was-created-to-control-humans-study
https://balkaninsight.com/2020/06/25/north-macedonia-facebook-pages-target-users-with-identical-content/
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Additionally, state institutions and businesses also need competent PR teams that can operate at the
highest institutional level, have an inclusive approach and include everyone with substantial
knowledge about this issue and as an authority to impose its position, knowledge in this area, and
history.

Although media literacy is already a concept present in many European and Balkan countries, there is
still no detailed understanding when it comes to the Western Balkans region.

At the moment, one of the biggest challenges in the region is about how education authorities can
implement media literacy in the education system as a set of skills that must be developed in each
subject, such as information literacy, communication or digital content creation.

Projects such as “Generation Z: Building up disinformation resilience of the leaders of tomorrow” can
have a great impact when it comes to raising awareness about the need of media literacy as means to
counter disinformation, especially since it addresses the core issues of what disinformation can do to
societies and the detrimental effects that such campaigns can have when it comes to countries in the
region.

It is essential that such projects are also aiming to educate young and up-and-coming professionals
which will be the backbone of these societies in near future, and therefore will be aware of the
dangers that fake news and disinformation pose at a very large scale in countries in the region.
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Appendix

PROPAGANDISTIC TECHNIQUES

Loaded Language

Definition: Using specific words and phrases with
strong emotional implications (either positive or
negative) to influence an audience.

Example 1: "[...] a lone lawmaker’s childish
shouting. ".
Example 2: "how stupid and petty things have
become in Washington"

Name Calling/Labeling

Definition: Labeling the object of the propaganda
campaign as either something the target audience
fears, hates, finds undesirable or loves, praises.

Examples: "Republican congressweasels", "Bush the
Lesser" (note that lesser does not refer to "the
second", but it is pejorative).

Whataboutism

Definition: A technique that attempts to discredit
an opponent's position by charging them with
hypocrisy without directly disproving their
argument.

Example 1: a nation deflects criticism of its recent
human rights violations by pointing to the history of
slavery in the United States.
Example 2: "Qatar spending profusely on Neymar,
not fighting terrorism"
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Causal Oversimplification

Definition: Assuming a single cause or reason when there are
actually multiple causes for an issue.
It includes transferring blame to one person or group of people
without investigating the complexities of the issue

Example 1: “President Trump has been in office for a month and
gas prices have been skyrocketing. The rise in gas prices is
because of President Trump.”
Example 2: The reason New Orleans was hit so hard with the
hurricane was because of all the immoral people who live there.
Explanation: This was an actual argument seen in the months
that followed hurricane Katrina. Ignoring the validity of the
claims being made, the arguer is blaming a natural disaster on a
group of people.

Obfuscation, Intentional vagueness,
Confusion

Definition: Using words which are deliberately not clear so that
the audience may have its own interpretations. For example
when an unclear phrase with multiple definitions is used within
the argument and, therefore, it does not support the conclusion.

Example: It is a good idea to listen to victims of theft. Therefore
if the victims say to have the thief shot, then you should do that.
Explanation: the definition for "listen to" is equivocated here. In
the first case it means listen to their personal account of the
experience of being a victim of theft. Empathize with them. In
the second case "listen to" means carry out a punishment of
their choice.

Appeal to authority

Definition: Stating that a claim is true simply because a valid
authority or expert on the issue said it was true, without any
other supporting evidence offered. We consider the special
case in which the reference is not an authority or an expert in
this technique, although it is referred to as Testimonial in
literature.
Example: Richard Dawkins, an evolutionary biologist and
perhaps the foremost expert in the field, says that evolution is
true. Therefore, it's true.
Explanation: Richard Dawkins certainly knows about evolution,
and he can confidently tell us that it is true, but that doesn't
make it true. What makes it true is the preponderance of
evidence for the theory.

https://www.uvm.edu/~jleonard/AGRI183/propoaganda.html
https://www.uvm.edu/~jleonard/AGRI183/propoaganda.html
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Exaggeration/Minimisation

Definition: Either representing something in an
excessive manner: making things larger, better, worse
(e.g., "the best of the best", "quality guaranteed") or
making something seem less important or smaller
than it really is (e.g., saying that an insult was just a
joke).

Example 1: "Democrats bolted as soon as Trump’s
speech ended in an apparent effort to signal they can’t
even stomach being in the same room as the
president "
Example 2: I was not fighting with her; we were just
playing.

Black-and-white Fallacy/Dictatorship

Definition: Presenting two alternative options as the
only possibilities, when in fact more possibilities
exist. We include dictatorship, which happens when
we leave only one possible option, i.e. when we tell
the audience (not other elements of the meme)
exactly what actions to take, eliminating any other
possible choices.
Example 1: You must be a Republican or Democrat.
You are not a Democrat. Therefore, you must be a
Republican

Flag-waving

Definition: Playing on strong national feeling (or to
any group; e.g., race, gender, political preference) to
justify or promote an action or idea

Example 1: "patriotism mean no questions" (this is
also a slogan)
Example 2: "entering this war will make us have a
better future in our country."
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Doubt

Definition: Questioning the credibility of someone or
something.

Example: A candidate talks about his opponent and
says: Is he ready to be the Mayor?

Meme Example: The entire text in the meme
represents a span for this technique, while the image
is just for illustration

Appeal to fear/prejudice

Definition: Seeking to build support for an idea by
instilling anxiety and/or panic in the population
towards an alternative. In some cases the support is
built based on preconceived judgements.

Example 1: "either we go to war or we will perish" (this
is also aBlack and White fallacy))
Example 2: "we must stop those refugees as they are
terrorists"

Slogans

Definition: A brief and striking phrase that may include
labeling and stereotyping. Slogans tend to act as
emotional appeals.

Example 1: "The more women at war . . . the sooner we
win."
Example 2: "Make America great again!"



23

Thought-terminating cliché

Definition: Words or phrases that discourage critical
thought and meaningful discussion about a given
topic. They are typically short, generic sentences that
offer seemingly simple answers to complex
questions or that distract attention away from other
lines of thought.

Examples: It is what it is; It's just common sense; You
gotta do what you gotta do; Nothing is permanent
except change; Better late than never; Mind your own
business; Nobody's perfect; It doesn't matter; You
can't change human nature.

Bandwagon

Definition: Attempting to persuade the target
audience to join in and take the course of action
because "everyone else is taking the same action".

Example 1: Would you vote for Clinton as president?
57% say yes
Example 2: 90% of citizens support our initiative. You
should.

Reductio ad hitlerum

Definition: Persuading an audience to disapprove an
action or idea by suggesting that the idea is popular
with groups hated in contempt by the target
audience. It can refer to any person or concept with a
negative connotation.

Example 1: "Do you know who else was doing that ?
Hitler!"
Example 2: "Only one kind of person can think in that
way: a communist."
Meme Example: A meme trying to discredit the idea
of being anti-union by saying that so is Donald Trump,
who in turn is shown in bad light
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Misrepresentation of Someone's
Position (Straw Man)
Definition: When an opponent's proposition is
substituted with a similar one which is then refuted in
place of the original proposition.

Example: Zebedee: What is your view on the Christian
God?
Mike: I don’t believe in any gods, including the
Christian one.
Zebedee: So you think that we are here by accident,
and all this design in nature is pure chance, and the
universe just created itself?
Mike: You got all that from me stating that I just don’t
believe in any gods?

Repetition

Definition: Repeating the same message over and
over again so that the audience will eventually accept
it.

Meme Example: The repetition has a clear rhetorical
function.

Presenting Irrelevant Data
(Red Herring)

Definition: Introducing irrelevant material to the issue
being discussed, so that everyone's attention is
diverted away from the points made.
Example 1: In politics, defending one’s own policies
regarding public safety - “I have worked hard to help
eliminate criminal activity. What we need is economic
growth that can only come from the hands of
leadership.”
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Smears

Definition: A smear is an effort to damage or call into
question someone's reputation, by propounding
negative propaganda. It can be applied to individuals
or groups.

Meme Example: The combination of the image and
the text conveys the idea that Biden is unpopular.

Glittering Generalities (Virtue)

Definition: These are words or symbols in the value
system of the target audience that produce a positive
image when attached to a person or issue. Peace,
hope, happiness, security, wise leadership, freedom,
"The Truth", etc. are virtue words. Virtue can be also
expressed in images, where a person or an object is
depicted positively.

Transfer

Definition: Also known as association, this is a
technique of projecting positive or negative qualities
(praise or blame) of a person, entity, object, or value
onto another to make the second more acceptable or
to discredit it. It evokes an emotional response, which
stimulates the target to identify with recognized
authorities. Often highly visual, this technique often
utilizes symbols (for example, the swastikas used in
Nazi Germany, originally a symbol for health and
prosperity) superimposed over other visual images.

Appeal to (Strong) Emotions

Definition: Using images with strong
positive/negative emotional implications to influence
an audience.
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ABOUT THE ATLANTIC CLUB OF BULGARIA

Ever since its inception 30 years ago, the mission of The Atlantic Club of Bulgaria has been to
strengthen the unity, security and defense capacities of the West as a natural habitat of
Bulgaria. ACB as a future- and youth-oriented organization has been focused on upgrading
Bulgaria, NATO and EU, to meet and forecast the existing and unexpected regional and global
challenges and threats, including those generated by the progress in technologies.
Recognizing the critical importance of the trans-Atlantic bond for Europe’s security, ACB has
always served the role of a Bulgaria—US friendship think-tank and advocacy cluster. Based on
its unique experience in political innovation, today the Atlantic Club of Bulgaria is dedicated to
exploring how innovation can help reform global security, international relations and
democratic governance.

Learn more about our initiatives at www.atlantic-club.org

http://www.atlantic-club.org/
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